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STATE OF VERMONT
CONTRACT AMENDMENT

It is hereby agreed by and between the State of Vermont, Department of Vermont Health Access (the
"State") and Cotiviti Inc., with a principal place of business in Atlanta, GA (the "Contractor") that the
contract for services between them dated December 13, 2016, Contract # 33301, as amended to date,
(the “Contract”) is hereby amended as follows:

[. Maximum Amount. The maximum amount payable under the Contract, wherever such
reference appears in the Contract, shall be changed from $674,381.00 to $980.,073.81
representing an increase of $305,692.81.

II. Contract Term. The Contract end date, wherever such reference appears in the Contract, shall
be changed from December 12, 2019 to December 12, 2020.

III. Attachment B, Payment Provisions. The payment provisions are amended as follows:

Section 2 is amended by the addition of the following Software Pricing Table.

Year 4 (December 13, 2019 — December 12, 2020)
Line | Fee Description Invoice Date Annual Fee
1 Annual Fee invoiced upon the $191,092.81
Quality Intelligence start of each contract year (for up
to 267,000 members).
Quality Intelligence Overage Fee PMPY for $0.59 PMPY (Per Member
267,001+ members Per Year)
2 Quality Intelligence Data Included at no additional cost
Collection
3 PQI Measure Set Included at no additional cost
4 Data Services billed at As requested by State $5.,000.00
$180/hour
5 Vermont Next Generation | Annual Fee invoiced upon start $13,000.00
ACO measures of each contract year
6 HEDIS Hybrid Measure: Billed monthly in arrears at $9,200.00
Adult Body Mass Index $23.00 per Request ID for the
Assessment (BMI) medical records retrieved
7 HEDIS Hybrid Measure: Billed monthly in arrears at $18.,400.00
Controlling High Blood $23.00 per Request ID for the
Pressure (CBP) medical records retrieved
8 HEDIS Hybrid Measure: Billed monthly in arrears at $32.200.00
Comprehensive Diabetes $23'.00 per Request ID fqr the
Care (CDC) medical records both retrieved
and abstracted
9 HEDIS Hybrid Measure: Billed monthly in arrears at $18.,400.00
Prenatal & Postpartum $23.00 per Request ID for the
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Care (PPC) medical records retrieved
10 HEDIS Hybrid Measure: Billed monthly in arrears at $18.,400.00
Weight Assessment & $23.00 per Request ID for the
Counseling for Nutrition medical records retrieved
and Physical Activity for
Children
Year 3 Total $305,692.81

Section 3. Optional Services Pricing Table: Section 3 is hereby deleted in its entirety and
replaced by the following Payment Assumptions.

Pavment Assumptions.

Line 6 — Contractor shall invoice up to 400 records @ $23.00 per record
Line 7 — Contractor shall invoice up to 800 records @ $23.00 per record
Line 8 - Contractor shall invoice up to 1400 records @ $23.00 per record
Line 9 - Contractor shall invoice up to 800 records @ $23.00 per record
Line 10 - Contractor shall invoice up to 800 records @ $23.00 per record

IV. Attachment D, Information Technology Systems Implementation. Attachment D is hereby
deleted in its entirety and replaced by the Attachment D March 21, 2019 attached to this
Amendment.

Taxes Due to the State. Contractor certifies under the pains and penalties of perjury that, as of the date
this contract amendment is signed, the Contractor is in good standing with respect to, or in full
compliance with a plan to pay, any and all taxes due the State of Vermont.

Child Support (Applicable to natural persons only: not applicable to corporations, partnerships or
LLCs). Contractor is under no obligation to pay child support or is in good standing with respect to or in
full compliance with a plan to pay any and all child support payable under a support order as of the date
of this amendment.

Certification Regarding Suspension or Debarment. Contractor certifies under the pains and penalties of
perjury that, as of the date this contract amendment is signed, neither Contractor nor Contractor’s
principals (officers, directors, owners, or partners) are presently debarred, suspended, proposed for
debarment, declared ineligible or excluded from participation in federal programs, or programs
supported in whole or in part by federal funds.

Contractor further certifies under pains and penalties of perjury that, as of the date this contract
amendment is signed, Contractor is not presently debarred, suspended, nor named on the State’s
debarment list at: http://bgs.vermont.gov/purchasing-contracting/debarment

SOV Cybersecurity Standard 19-01. All products and service provided to or for the use of the State
under this Contract shall be in compliance with State of Vermont Cybersecurity Standard 19-01, which
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Contractor acknowledges has been provided to it, and is available on-line at the following
URL:https://digitalservices.vermont.gov/cybersecurity/cybersecurity-standards-and-directives

This document consists of 18 pages. Except as modified by this Amendment No. 3, all provisions of the
Contract remain in full force and effect.

The signatures of the undersigned indicate that each has read and agrees to be bound by this Amendment

to the Contract.
STATE OF VERMONT CONTRACTOR
DEPARTMENT OF VERMONT HEALTH ACCESS CoTiviri, INC.
E-SIGNED by Cory Gustafson DocuSigned by:
on 2020-06-29 13:57:06 GMT Daid Mason 6/25/2020
CORY GUSTAFSON, COMMISSIONER DATE Dﬁﬁfxﬁ%‘%ﬁﬂ?%m DATE
NOB 1 South, 280 State Drive 201 Jones Rd., 4™ Floor
Waterbury, VT 05671 Waltham, MA 02451
Phone: 802-879-5901 Phone: 781-693-3700

Email: Cory.Gustafson@vermont.gov Email: David.Mason@Cotiviti.com
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ATTACHMENT D

INFORMATION TECHNOLOGY SYSTEM IMPLEMENTATION
TERMS AND CONDITIONS (rev. 3/08/19)

1. MODIFICATIONS TO CONTRACTOR DOCUMENTS

The parties specifically agree that the Contractor Documents are hereby modified and superseded by
Attachment C and this Attachment D.

“Contractor Documents™ shall mean one or more document, agreement or other instrument required by
Contractor in connection with the performance of the products and services being purchased by the
State, regardless of format, including the license agreement, end user license agreement or similar
document, any hyperlinks to documents contained in the Contractor Documents, agreement or other
instrument and any other paper or “shrinkwrap,” “clickwrap,” “browsewrap” or other electronic version
thereof.

2. NO SUBSEQUENT, UNILATERAL MODIFICATION OF TERMS BY CONTRACTOR

Notwithstanding any other provision or other unilateral license terms which may be issued by Contractor
during the Term of this Contract, and irrespective of whether any such provisions have been proposed
prior to or after the issuance of an order for the products and services being purchased by the State, as
applicable, the components of which are licensed under the Contractor Documents, or the fact that such
other agreement may be affixed to or accompany the products and services being purchased by the State,
as applicable, upon delivery, the terms and conditions set forth herein shall supersede and govern
licensing and delivery of all products and services hereunder.

3. TERM OF CONTRACTOR’S DOCUMENTS; PAYMENT TERMS

Contractor acknowledges and agrees that, to the extent a Contractor Document provides for alternate
term or termination provisions, including automatic renewals, such sections shall be waived and shall
have no force and effect. All Contractor Documents shall run concurrently with the term of this
Contract; provided, however, to the extent the State has purchased a perpetual license to use the
Contractor’s software, hardware or other services, such license shall remain in place unless expressly
terminated in accordance with the terms of this Contract. Contractor acknowledges and agrees that, to
the extent a Contractor Document provides for payment terms which differ from the payment terms set
forth in Attachment B, such sections shall be waived and shall have no force and effect and the terms in
Attachment B shall govern.

4. OWNERSHIP AND LICENSE IN DELIVERABLES

4.1 Contractor Intellectual Property.

As between the parties, and subject to the terms and conditions of this Contract, Contractor and its
third-party suppliers will retain ownership of all intellectual property rights in the Quality
Intelligence Suite, and any and all derivative works made to the Quality Intelligence Suite or any
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part thereof, as well as all Work Product provided to the State (“Contractor Proprietary
Technology™). The State acquires no rights to Contractor Proprietary Technology except for the
licensed interests granted under this Contract. The term “Work Product” means all other
materials, reports, manuals, visual aids, documentation, ideas, concepts, techniques, inventions,
processes, or works of authorship developed, provided or created by Contractor or its employees or
contractors during the course of performing work for the State (excluding any State Data or
derivative works thereof and excluding any output from the Quality Intelligence Suite generated by
the State’s use of the Quality Intelligence Suite, including without limitation, reports, graphs, charts
and modified State Data, but expressly including any form templates of such reports, graphs or
charts by themselves that do not include the State Data).

Title, ownership rights, and all Intellectual Property Rights in and to the Quality Intelligence Suite
will remain the sole property of Contractor or its suppliers. The State acknowledges that the source
code is not covered by any license hereunder and will not be provided by Contractor. Except as set
forth in this Contract, no right or implied license or right of any kind is granted to the State regarding
the Quality Intelligence Suite or any part thereof. Nothing in this Contract confers upon either party
any right to use the other party's trade names and trademarks, except for permitted license use in
accordance with this Contract. All use of such marks by either party will inure to the benefit of the
owner of such marks, use of which will be subject to specifications controlled by the owner.

4.2 State Intellectual Property; User Name

The State shall retain all right, title and interest in and to (i) all content and all property, data and
information furnished by or on behalf of the State or any agency, commission or board thereof, and
to all information that is created under this Contract, including, but not limited to, all data that is
generated under this Contract as a result of the use by Contractor, the State or any third party of any
technology systems or knowledge bases that are developed for the State and used by Contractor
hereunder, and all other rights, tangible or intangible; and (ii) all State trademarks, trade names,
logos and other State identifiers, Internet uniform resource locators, State user name or names,
Internet addresses and e-mail addresses obtained or developed pursuant to this Contract
(collectively, “State Intellectual Property”).

Contractor may not collect, access or use State Intellectual Property for any purpose other than as
specified in this Contract. Upon expiration or termination of this Contract, Contractor shall return or
destroy all State Intellectual Property and all copies thereof, and Contractor shall have no further
right or license to such State Intellectual Property.

Contractor acquires no rights or licenses, including, without limitation, intellectual property rights or
licenses, to use State Intellectual Property for its own purposes. In no event shall the Contractor
claim any security interest in State Intellectual Property.

S. CONFIDENTIALITY AND NON-DISCLOSURE; SECURITY BREACH REPORTING

5.1 For purposes of this Contract, confidential information will not include information or material
which (a) enters the public domain (other than as a result of a breach of this Contract); (b) was in the
receiving party’s possession prior to its receipt from the disclosing party; (c) is independently
developed by the receiving party without the use of confidential information; (d) is obtained by the
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receiving party from a third party under no obligation of confidentiality to the disclosing party; or (e)
is not exempt from disclosure under applicable State law.

5.2 Confidentiality of Contractor Information. The Contractor acknowledges and agrees that this
Contract and any and all Contractor information obtained by the State in connection with this
Contract are subject to the State of Vermont Access to Public Records Act, 1 V.S.A. § 315 et seq.
The State will not disclose information for which a reasonable claim of exemption can be made
pursuant to 1 V.S.A. § 317(c), including, but not limited to, trade secrets, proprietary information or
financial information, including any formulae, plan, pattern, process, tool, mechanism, compound,
procedure, production data, or compilation of information which is not patented, which is known
only to the Contractor, and which gives the Contractor an opportunity to obtain business advantage
over competitors who do not know it or use it.

The State shall immediately notify Contractor of any request made under the Access to Public
Records Act, or any request or demand by any court, governmental agency or other person asserting
a demand or request for Contractor information. Contractor may, in its discretion, seek an
appropriate protective order, or otherwise defend any right it may have to maintain the
confidentiality of such information under applicable State law within three business days of the
State’s receipt of any such request. Contractor agrees that it will not make any claim against the
State if the State makes available to the public any information in accordance with the Access to
Public Records Act or in response to a binding order from a court or governmental body or agency
compelling its production. Contractor shall indemnify the State for any costs or expenses incurred
by the State, including, but not limited to, attorneys’ fees awarded in accordance with 1 V.S.A. §
320, in connection with any action brought in connection with Contractor’s attempts to prevent or
unreasonably delay public disclosure of Contractor’s information if a final decision of a court of
competent jurisdiction determines that the State improperly withheld such information and that the
improper withholding was based on Contractor’s attempts to prevent public disclosure of
Contractor’s information.

The State agrees that (a) it will use the Contractor information only as may be necessary in the
course of performing duties, receiving services or exercising rights under this Contract; (b) it will
provide at a minimum the same care to avoid disclosure or unauthorized use of Contractor
information as it provides to protect its own similar confidential and proprietary information; (c)
except as required by the Access to Records Act, it will not disclose such information orally or in
writing to any third party unless that third party is subject to a written confidentiality agreement that
contains restrictions and safeguards at least as restrictive as those contained in this Contract; (d) it
will take all reasonable precautions to protect the Contractor’s information; and (e) it will not
otherwise appropriate such information to its own use or to the use of any other person or entity.

Contractor may affix an appropriate legend to Contractor information that is provided under this
Contract to reflect the Contractor’s determination that any such information is a trade secret,
proprietary information or financial information at time of delivery or disclosure.

5.3 Confidentiality of State Information. In performance of this Contract, and any exhibit or schedule
hereunder, the Contractor acknowledges that certain State Data (as defined below), to which the
Contractor may have access may contain individual federal tax information, personal protected
health information and other individually identifiable information protected by State or federal law
or otherwise exempt from disclosure under the State of Vermont Access to Public Records Act, 1
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V.S.A. § 315 et seq. (“State Data™). In addition to the provisions of this Section, the Contractor shall
comply with the requirements set forth in the State’s HIPAA Business Associate Agreement
attached to this Contract as Attachment E.

State Data shall not be stored, accessed from, or transferred to any location outside the United States.

Unless otherwise instructed by the State, Contractor agrees to keep confidential all State Data. The
Contractor agrees that (a) it will use the State Data only as may be necessary in the course of
performing duties or exercising rights under this Contract; (b) it will provide at a minimum the same
care to avoid disclosure or unauthorized use of State Data as it provides to protect its own similar
confidential and proprietary information; (c) it will not publish, reproduce, or otherwise divulge any
State Data in whole or in part, in any manner or form orally or in writing to any third party unless it
has received written approval from the State and that third party is subject to a written confidentiality
agreement that contains restrictions and safeguards at least as restrictive as those contained in this
Contract; (d) it will take all reasonable precautions to protect the State’s information; and (e) it will
not otherwise appropriate such information to its own use or to the use of any other person or entity.
Contractor will take reasonable measures as are necessary to restrict access to State Data in the
Contractor’s possession to only those employees on its staff who must have the information on a
“need to know” basis. The Contractor shall not retain any State Data except to the extent required to
perform the services under this Contract and to comply with any applicable laws.

Contractor shall not access State user accounts or State Data, except in the course of data center
operations, response to service or technical issues, as required by the express terms of this Contract,
or at State’s written request.

Contractor may not share State Data with its parent company or other affiliate without State’s
express written consent.

The Contractor shall promptly notify the State of any request or demand by any court, governmental
agency or other person asserting a demand or request for State Data to which the Contractor or any
third party hosting service of the Contractor may have access, so that the State may seek an
appropriate protective order.

6. SECURITY OF STATE INFORMATION

6.1 Security Standards. To the extent the Contractor or its subcontractors, affiliates or agents handles,
collects, stores, disseminates or otherwise deals with State Data, the Contractor represents and
warrants that it has implemented and it shall maintain during the term of this Contract the highest
industry standard administrative, technical, and physical safeguards and controls consistent with
HITRUST CSF and designed to (i) ensure the security and confidentiality of State Data; (ii) protect
against any anticipated security threats or hazards to the security or integrity of the State Data; and
(iii) protect against unauthorized access to or use of State Data. Such measures shall include at a
minimum: (1) access controls on information systems, including controls to authenticate and permit
access to State Data only to authorized individuals and controls to prevent the Contractor employees
from providing State Data to unauthorized individuals who may seek to obtain this information
(whether through fraudulent means or otherwise); (2) industry-standard firewall protection; (3)
encryption of electronic State Data while in transit from the Contractor networks to external
networks; (4) measures to store in a secure fashion all State Data which shall include, but not be
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limited to, encryption at rest and multiple levels of authentication; (5) dual control procedures,
segregation of duties, and pre-employment criminal background checks for employees with
responsibilities for or access to State Data; (6) measures to ensure that the State Data shall not be
altered or corrupted without the prior written consent of the State; (7) measures to protect against
destruction, loss or damage of State Data due to potential environmental hazards, such as fire and
water damage; (8) staff training to implement the information security measures; and (9) monitoring
of the security of any portions of the Contractor systems that are used in the provision of the services
against intrusion on a twenty-four (24) hour a day basis.

6.2 Security Breach Notice and Reporting. The Contractor shall have policies and procedures in place
for the effective management of Security Breaches, as defined below, which shall be made available
to the State upon request.

In addition to the requirements set forth in any applicable Business Associate Agreement as may be
attached to this Contract, in the event of any actual security breach or reasonable belief of an actual
security breach the Contractor either suffers or learns of that compromises State Data (a “Security
Breach”), the Contractor shall notify the State within five (5) business days of its discovery.
Contractor shall immediately determine the nature and extent of the Security Breach, contain the
incident by means appropriate to the situation. Contractor shall report to the State: (i) the nature of
the Security Breach; (ii) the State Data used or disclosed; (iii) who made the unauthorized use or
received the unauthorized disclosure; (iv) what the Contractor has done or shall do to mitigate any
deleterious effect of the unauthorized use or disclosure; and (v) what corrective action the Contractor
has taken or shall take to prevent future similar unauthorized use or disclosure. The Contractor shall
provide such other information, including a written report, as reasonably requested by the State.
Contractor shall analyze and document the incident and provide all notices required by applicable
law.

In accordance with Section 9 V.S.A. §2435(b)(3), the Contractor shall notify the Office of the
Attorney General, or, if applicable, Vermont Department of Financial Regulation (“DFR”), within
fourteen (14) business days of the Contractor’s discovery of the Security Breach. The notice shall
provide a preliminary description of the breach. The foregoing notice requirement shall be included
in the subcontracts of any of Contractor’s subcontractors, affiliates or agents which may be “data
collectors™ hereunder.

The Contractor agrees to fully cooperate with the State and assume responsibility at its own expense
for the following, to be determined in the sole discretion of the State: (i) notice to affected
consumers if the State determines it to be appropriate under the circumstances of any particular
Security Breach, in a form recommended by the AGO; and (ii) investigation and remediation
associated with a Security Breach, including but not limited to, outside investigation, forensics,
counsel, crisis management and credit monitoring, in the sole determination of the State, such
determination shall be applied both reasonably and in proportion to the circumstances of the Security
Breach.

The Contractor agrees to comply with all applicable laws, as such laws may be amended from time
to time (including, but not limited to, Chapter 62 of Title 9 of the Vermont Statutes and all
applicable State and federal laws, rules or regulations) that require notification in the event of
unauthorized release of personally-identifiable information or other event requiring notification.



DocuSign Envelope ID: 275ED6D3-AA84-42AF-8779-424AD070FEF5

STATE OF VERMONT CONTRACT #33301
DEPARTMENT OF VERMONT HEALTH ACCESS AMENDMENT #3
CoTIvITI INC. PAGE9 OF 18

6.3 Security Policies. To the extent the Contractor or its subcontractors, affiliates or agents handles,
collects, stores, disseminates or otherwise deals with State Data, the Contractor will have an
information security policy that protects its systems and processes and media that may contain State
Data from internal and external security threats and State Data from unauthorized disclosure and will
make these policies available for State review upon the State’s request via phone or web conference.
The Contractor shall provide the State with not less than thirty (30) days advance written notice of
any material amendment or modification of such policies that negatively impact the control
environment.

6.4 Operations Security. To the extent the Contractor or its subcontractors, affiliates or agents handles,
collects, stores, disseminates or otherwise deals with State Data, the Contractor shall cause
HITRUST audit report to be conducted annually. Upon request, the audit results and the
Contractor’s plan for addressing or resolution of the audit results shall be shared via web conference
or secure data room with the State within sixty (60) days of the Contractor's receipt of the audit
results. Further, on an annual basis, within 120 days of the end of the Contractor’s fiscal year, the
Contractor shall transmit its annual audited financial statements to the State.

6.5 Redundant Back-Up. The Contractor shall maintain a backup data center geographically separated
from its main data center that maintains data from the main data center. The Contractor’s back-up
policies shall be made available to the State upon request for review via phone or web conference.
The Contractor shall provide the State with not less than thirty (30) days advance written notice of
any material amendment or modification of such policies

6.6 Vulnerability Testing. The Contractor shall run quarterly vulnerability assessments and promptly
report summary results to the State’s Chief Information Security Officer:
Scott.Carabee@vermont.gov. Contractor shall remediate all critical issues within 90 days, all
medium issues within 120 days and applicable low issues within 180 days. Contractor shall obtain
written State approval for any exceptions. Once remediation is complete, Contractor shall re-perform
the test.

7. CONTRACTOR’S REPRESENTATIONS AND WARRANTIES

7.1 General Representations and Warranties. The Contractor represents, warrants and covenants
that:

(1) The Contractor has all requisite power and authority to execute, deliver and perform its
obligations under this Contract and the execution, delivery and performance of this
Contract by the Contractor has been duly authorized by the Contractor.

(i1) There is no outstanding litigation, arbitrated matter or other dispute to which the
Contractor is a party which, if decided unfavorably to the Contractor, would reasonably
be expected to have a material adverse effect on the Contractor’s ability to fulfill its
obligations under this Contract.

(iii))  The Contractor will comply with all laws applicable to its performance of the services
and otherwise to the Contractor in connection with its obligations under this Contract.

(iv)  The Contractor (a) owns, or has the right to use under valid and enforceable agreements,
all intellectual property rights reasonably necessary for and related to delivery of the
services and provision of the Deliverables as set forth in this Contract; (b) shall be
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v)
(vi)

responsible for and have full authority to license all proprietary and/or third party
software modules, that Contractor incorporates into its product; and (c) none of the
Deliverables or other materials or technology provided by the Contractor to the State will
infringe upon or misappropriate the intellectual property rights of any third party.

The Contractor has adequate resources to fulfill its obligations under this Contract.

Neither Contractor nor Contractor’s subcontractors has past state or federal violations,
convictions or suspensions relating to miscoding of employees in NCCI job codes for
purposes of differentiating between independent contractors and employees.

7.2 Contractor’s Performance Warranties. Contractor represents and warrants to the State that:

(1)

(ii)

(iii)

(iv)

v)

(vi)

(vii)

All Deliverables will be free from material errors and shall perform in accordance with
the specifications described in Attachment A for a period of at least one year.

Except for the instances where Contractor has scheduled downtime for which State has
been notified, Contractor will provide to the State commercially reasonable continuous
and uninterrupted access to the Service, and will not interfere with the State’s access to
and use of the Service during the term of this Contract;

The Service is compatible with and will operate successfully with any environment
(including web browser and operating system) specified by the Contractor in its
documentation;

Each and all of the services shall be performed in a timely, diligent, professional and
skillful manner, in accordance with the professional or technical standards applicable to
such services, by qualified persons with the technical skills, training and experience to
perform such services in the planned environment.

All Deliverables supplied by the Contractor to the State shall be transferred free and clear
of any and all restrictions on the conditions of transfer, modification, licensing,
sublicensing and free and clear of any and all liens, claims, mortgages, security interests,
liabilities and encumbrances or any kind.

Any time software is delivered to the State, whether delivered via electronic media or the
internet, no portion of such software or the media upon which it is stored or delivered
will have any type of software routine or other element which is designed to facilitate
unauthorized access to or intrusion upon; or unrequested disabling or erasure of; or
unauthorized interference with the operation of any hardware, software, data or
peripheral equipment of or utilized by the State. Without limiting the generality of the
foregoing, if the State believes that harmful code may be present in any software
delivered hereunder, Contractor will, upon State’s request, provide a new or clean install
of the software. Notwithstanding the foregoing, Contractor assumes no responsibility for
the State’s negligence or failure to protect data from viruses, or any unintended
modification, destruction or disclosure.

To the extent Contractor resells commercial hardware or software it purchased from a
third party, Contractor will, to the extent it is legally able to do so, pass through any such
third party warranties to the State and will reasonably cooperate in enforcing them. Such
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warranty pass-through will not relieve the Contractor from Contractor’s warranty
obligations set forth herein.

7.3 Limitation on Disclaimer. The express warranties set forth in this Contract shall be in lieu of all
other warranties, express or implied.

7.4 Effect of Breach of Warranty. If, at any time during the term of this Contract, software or the
results of Contractor’s work fail to perform according to any warranty of Contractor under this
Contract, the State shall promptly notify Contractor in writing of such alleged nonconformance, and
Contractor shall, at its own expense and without limiting any other rights or remedies of the State
hereunder, re-perform or replace any services that the State has determined to be unsatisfactory in its
reasonable discretion, as agreed to by both Parties.

8. PROFESSIONAL LIABILITY AND CYBER LIABILITY INSURANCE COVERAGE

In addition to the insurance required in Attachment C to this Contract, before commencing work on this
Contract and throughout the term of this Contract, Contractor agrees to procure and maintain (a)
Technology Professional Liability insurance for any and all services performed under this Contract, with
minimum third party coverage of $3,000,000.00 per claim, $5,000,000.00 aggregate; and (b) first party
Breach Notification Coverage of not less than $1,000,000.00.

Before commencing work on this Contract the Contractor must provide certificates of insurance to show
that the foregoing minimum coverages are in effect.

With respect to the first party Breach Notification Coverage, Contractor shall name the State of Vermont
and its officers and employees as additional insureds for liability arising out of this Contract.

9. LIMITATION OF LIABILITY.

CONTRACTOR’S LIABILITY FOR DAMAGES TO THE STATE ARISING OUT OF THE
SUBJECT MATTER OF THIS CONTRACT SHALL NOT EXCEED THREE TIMES THE
MAXIMUM AMOUNT PAYABLE UNDER THIS CONTRACT. LIMITS OF LIABILITY FOR
STATE CLAIMS SHALL NOT APPLY TO STATE CLAIMS ARISING OUT OF: (A)
CONTRACTOR’S OBLIGATION TO INDEMNIFY THE STATE; (B) CONTRACTOR’S
CONFIDENTIALITY OBLIGATIONS TO THE STATE; (C) PERSONAL INJURY OR DAMAGE
TO REAL OR PERSONAL PROPERTY:; (D) CONTRACTOR’S GROSS NEGLIGENCE, FRAUD
OR INTENTIONAL MISCONDUCT; OR (E) VIOLATIONS OF THE STATE OF VERMONT
FRAUDULENT CLAIMS ACT. IN NO EVENT SHALL THIS LIMIT OF LIABILITY BE
CONSTRUED TO LIMIT CONTRACTOR’S LIABILITY FOR THIRD PARTY CLAIMS AGAINST
THE CONTRACTOR WHICH MAY ARISE OUT OF CONTRACTOR’S ACTS OR OMISSIONS IN
THE PERFORMANCE OF THIS CONTRACT.

NEITHER PARTY SHALL BE LIABLE TO THE OTHER FOR ANY INDIRECT, INCIDENTAL OR
SPECIAL DAMAGES, DAMAGES WHICH ARE UNFORESEEABLE TO THE PARTIES AT THE
TIME OF CONTRACTING, DAMAGES WHICH ARE NOT PROXIMATELY CAUSED BY A
PARTY, SUCH AS LOSS OF ANTICIPATED BUSINESS, OR LOST PROFITS, INCOME,
GOODWILL, OR REVENUE IN CONNECTION WITH OR ARISING OUT OF THE SUBJECT
MATTER OF THIS CONTRACT.
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The provisions of this Section shall apply notwithstanding any other provisions of this Contract or any other
agreement.

TRADE SECRET, PATENT AND COPYRIGHT INFRINGEMENT

The State shall not be deemed to waive any of its rights or remedies at law or in equity in the event of
Contractor’s trade secret, patent and/or copyright infringement.

REMEDIES FOR DEFAULT; NO WAIVER OF REMEDIES

In the event either party is in default under this Contract, the non-defaulting party may, at its option,
pursue any or all of the remedies available to it under this Contract, including termination for cause, and
at law or in equity.

No delay or failure to exercise any right, power or remedy accruing to either party upon breach or
default by the other under this Contract shall impair any such right, power or remedy, or shall be
construed as a waiver of any such right, power or remedy, nor shall any waiver of a single breach or
default be deemed a waiver of any subsequent breach or default. All waivers must be in writing.

NO ASSUMPTION OF COSTS

Any requirement that the State defend or indemnify Contractor or otherwise be liable for the expenses or
reimbursement, including attorneys’ fees, collection costs or license verification costs of Contractor, is
hereby deleted from the Contractor Documents.

TERMINATION

Upon termination of this Contract for any reason whatsoever, Contractor shall immediately deliver to
the State all State information, State Intellectual Property or State Data (including without limitation any
Deliverables for which State has made payment in whole or in part) (“State Materials”), that are in the
possession or under the control of Contractor in whatever stage of development and form of recordation
such State property is expressed or embodied at that time.

In the event the Contractor ceases conducting business in the normal course, becomes insolvent, makes a
general assignment for the benefit of creditors, suffers or permits the appointment of a receiver for its
business or assets or avails itself of or becomes subject to any proceeding under the Federal Bankruptcy
Act or any statute of any state relating to insolvency or the protection of rights of creditors, the
Contractor shall immediately return all State Materials to State control; including, but not limited to,
making all necessary access to applicable remote systems available to the State for purposes of
downloading all State Materials.

Contractor shall reasonably cooperate with other parties in connection with all services to be delivered
under this Contract, including without limitation any successor provider to whom State Materials are to
be transferred in connection with termination. Contractor shall assist the State in exporting and
extracting the State Materials, in a format usable without the use of the Services and as agreed to by
State. Notwithstanding the foregoing, under no circumstances will the Contractor be required to disclose
or make available to the State or any third party any confidential or proprietary information of the
Contractor.
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Any transition services requested by State involving additional knowledge transfer and support may be
subject to a contract amendment for a fixed fee or at rates to be mutually agreed upon by the parties.

If the State determines in its sole discretion that a documented transition plan is necessary, then no later
than sixty (60) days prior to termination, Contractor and the State shall mutually prepare a Transition
Plan identifying transition services to be provided.

ACCESS TO STATE DATA:

The State may import or export State Materials in part or in whole at its sole discretion at any time (24
hours a day, seven (7) days a week, 365 days a year), during the term of this Contract without
interference from the Contractor in an agreed-upon file format and medium After Term has expired,
State may request Contractor for any data or service according to Section 13 above.

The Contractor must allow the State access to information such as latency statistics that affect its State
Materials and or processes.

The Contractor’s policies regarding the retrieval of data upon the termination of services have been
made available to the State upon execution of this Contract under separate cover. The Contractor shall
provide the State with not less than thirty (30) days advance written notice of any material amendment
or modification of such policies.

AUDIT RIGHTS

Contractor will maintain and cause its permitted contractors to maintain a complete audit trail of all
transactions and activities, financial and non-financial, in connection with this Contract. Contractor will
provide to the State, its internal or external auditors, inspectors, regulators and other designated
representatives, at reasonable times (and in the case of State or federal regulators, at any time required
by such regulators) access to Contractor personnel and to any and all Contractor facilities or where the
required information, data and records are maintained, for the purpose of performing audits and
inspections of mutually defined scope, methods and timing of Contractor and/or Contractor personnel
and/or any or all of the records, data and information applicable to this Contract. Any onsite audit will
be limited to one per year with an advance notification of at least 30 days by the State.

At a minimum, such audits, inspections and access shall be conducted to the extent permitted or required
by any laws applicable to the State or Contractor (or such higher or more rigorous standards, if any, as
State or Contractor applies to its own similar businesses, operations or activities), to (i) verify the
accuracy of charges and invoices; (ii) verify the integrity of State Data and examine the systems that
process, store, maintain, support and transmit that data; (iii) examine and verity Contractor’s and/or its
permitted contractors’ operations and security procedures and controls; (iv) examine and verify
Contractor’s and/or its permitted contractors’ disaster recovery planning and testing, business
resumption and continuity planning and testing, contingency arrangements and insurance coverage; and
(v) examine Contractor’s and/or its permitted contractors’ performance of the Services including audits
of: (1) practices and procedures; (2) systems, communications and information technology; (3) general
controls and physical and data/information security practices and procedures; (4) quality initiatives and
quality assurance, (5) contingency and continuity planning, disaster recovery and back-up procedures for
processes, resources and data; (6) Contractor’s and/or its permitted contractors’ efficiency and costs in
performing Services; (7) compliance with the terms of this Contract and applicable laws, and (9) any
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other matters reasonably requested by the State. Contractor shall provide and cause its permitted
contractors to provide full cooperation to such auditors, inspectors, regulators and representatives in
connection with audit functions and with regard to examinations by regulatory authorities.

DESTRUCTION OF STATE DATA

At any time during the term of this Contract within (i) one hundred and twenty (120) days of the State’s
written request from the date of termination or expiration of this Contract for any reason, and in any
event after the State has had an opportunity to export and recover the State Materials, Contractor shall at
its own expense securely destroy and erase from all systems it directly or indirectly uses or controls all
tangible or intangible forms of the State Materials, in whole or in part, and all copies thereof except such
records as are required by law. The destruction of State Data and State Intellectual Property shall be
performed according to National Institute of Standards and Technology (NIST) approved methods.
Contractor shall certify in writing to the State that such State Data has been disposed of securely. To the
extent that any applicable law prevents Contractor from destroying or erasing State Materials as set forth
herein, Contractor shall retain, in its then current state, all such State Materials then within its right of
control or possession in accordance with the confidentiality, security and other requirements of this
Contract, and perform its obligations under this section as soon as such law no longer prevents it from
doing so.

Further, upon the relocation of State Data, Contractor shall securely dispose of such copies from the
former data location and certify in writing to the State that such State Data has been disposed of
securely. Contractor shall comply with all reasonable directions provided by the State with respect to
the disposal of State Data.

CONTRACTOR BANKRUPTCY.

Contractor acknowledges that if Contractor, as a debtor in possession, or a trustee in bankruptcy in a
case under Section 365(n) of Title 11, United States Code (the "Bankruptcy Code"), rejects this
Contract, the State may elect to retain its rights under this Contract as provided in Section 365(n) of the
Bankruptcy Code. Upon written request of the State to Contractor or the Bankruptcy Trustee,
Contractor or such Bankruptcy Trustee shall not interfere with the rights of the State as provided in this
Contract, including the right to obtain the State Intellectual Property.

SOFTWARE LICENSEE COMPLIANCE REPORT.

In lieu of any requirement that may be in a Contractor Document that the State provide the Contractor
with access to its System for the purpose of determining State compliance with the terms of the
Contractor Document, upon request and not more frequently than annually, the State will provide
Contractor with a certified report concerning the State’s use of any software licensed for State use
pursuant this Contract. The parties agree that any non-compliance indicated by the report shall not
constitute infringement of the licensor’s intellectual property rights, and that settlement payment
mutually agreeable to the parties shall be the exclusive remedy for any such non-compliance.

19. SOV Cybersecurity Standard 19-01
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All products and service provided to or for the use of the State under this Contract shall be in
compliance with State of Vermont Cybersecurity Standard 19-01, which Contractor acknowledges has
been provided to it, and is available on-line at the following URL:

https://digitalservices.vermont.gov/cybersecurity/cybersecurity-standards-and-directives

20. MODIFICATIONS OF ATTACHMENT C
A. Section 7 of Attachment C is hereby deleted in its entirety and replaced as follows:

Defense and Indemnity: The Party shall defend the State and its officers and employees against all
third-party claims or suits arising in whole or in part from any act or omission of the Party or of any
agent of the Party in connection with the performance of this Agreement. The State shall notify the Party
in the event of any such claim or suit, and the Party shall immediately retain counsel and otherwise
provide a complete defense against the entire claim or suit. The State retains the right to participate at
its own expense in the defense of any claim. The State shall have the right to approve all proposed
settlements of such claims or suits. In the event the State withholds approval to settle any such claim,
then the Party shall proceed with the defense of the claim but under those circumstances, the Party’s
indemnification obligations shall be limited to the amount of the proposed settlement initially rejected
by the State.

After a final judgment or settlement, the Party may request recoupment of specific defense costs and
may file suit in Washington Superior Court requesting recoupment. The Party shall be entitled to recoup
costs only upon a showing that such costs were entirely unrelated to the defense of any claim arising
from an act or omission of the Party in connection with the performance of this Agreement.

The Party shall indemnify the State and its officers and employees in the event that the State, its officers
or employees become legally obligated to pay any damages or losses arising from any negligent act or
omission or intentional misconduct of the Party or an agent of the Party in connection with the
performance of this Agreement.

The Party agrees that in no event shall the terms of this Agreement nor any document required by the
Party in connection with its performance under this Agreement obligate the State to defend or indemnity
the Party or otherwise be liable for the expenses or reimbursement, including attorneys’ fees, collection
costs or other costs of the Party except to the extent awarded by a court of competent jurisdiction.

Losses Causes by State. Contractor will not be liable for any negligent acts or omissions or intentional
misconduct of the State, its officers, employees or agents.

B. Notwithstanding Section 8 of Attachment C, the following is hereby deleted from the
agreement:

Additional Insured. The General Liability and Property Damage coverages required for performance of

this Agreement shall include the State of Vermont and its agencies, departments, officers and employees

as Additional Insureds. If performance of this Agreement involves construction, or the transport of

persons or hazardous materials, then the required Automotive Liability coverage shall include the State
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of Vermont and its agencies, departments, officers and employees as Additional Insureds. Coverage
shall be primary and non-contributory with any other insurance and self-insurance

21. MODIFICATIONS TO ATTACHMENT E

A. Notwithstanding Section 15 of Attachment E, Section 15.1 is hereby deleted and replaced with
the following:

15.1 Business Associate in connection with the expiration or termination of the contract or grant shall
return or destroy, at the discretion of the Covered Entity, all PHI received from Covered Entity or
created or received by Business Associate on behalf of Covered Entity pursuant to this contract or grant
that Business Associate still maintains in any form or medium (including electronic) within thirty (30)
days after such expiration or termination. Business Associate shall not retain any copies of the PHI
except backup tape which shall be destroyed within 6 months of termination. Business Associate shall
certify in writing for Covered Entity (1) when all PHI has been returned or destroyed and (2) that
Business Associate does not continue to maintain any PHI excepting that on backup tape. Business
Associate is to provide this certification during this thirty (30) day period.

B. Notwithstanding Section 8 of Attachment E, Section 8.2 is hereby deleted and replaced with the
following:

8.2 If there is an impermissible acquisition, access, use or disclosure of PHI by a Subcontractor of
Business Associate constitutes a Breach as defined in 45 CFR § 164.402, and if requested by Covered
Entity or Business Associate, Subcontractor shall provide notice to the individual(s) whose PHI has been
the subject of the Breach. When Covered Entity requests that Business Associate or its Subcontractor
provide notice, Business Associate shall either 1) consult with Covered Entity about the specifics of the
notice as set forth in section 8.1, above, or 2) require, by contract, its Subcontractor to consult with
Covered Entity about the specifics of the notice as set forth in section 8.1

C. Notwithstanding Section 18 of Attachment E, Section 18.4 is hereby deleted and replaced with
the following:

Business Associate shall implement policies and procedures to comply with 45 CFR sections 164.306,
164.308, 164.310 and 163.312, and document the policies and procedures as required by 45 CFR section
164.316.

D. Notwithstanding Sections 6 and 18 of Attachment E updated 7/1/17, Sections 6.1 and 18.3 shall
be modified to reflect five (5) business days instead of two (2) business days for the Business
Associate to report a breach.

22. MODIFICATIONS TO ATTACHMENT F
A. Section 7 of Attachment F is amended by deleting the contents of “Protected Health
Information” and “Data Breaches” paragraphs and replacing them with the following:

Protected Health Information(“PHI”). Party shall maintain the privacy and security of all PHI
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in accordance with the obligations contained in Attachment E (Business Associate Agreement).

Data Breaches. Party shall report data breaches in accordance with the provisions of Attachment
E (Business Associate Agreement) and the applicable provisions of Attachment D (Information
Technology System Implementation Terms and Conditions).

B. Notwithstanding Section 9 of Attachment F, the following section is hereby deleted and

replaced:
Security and Data Transfers: Party shall maintain and comply with internal Security and
Privacy policies in compliance with the HITRUST Security Certification Framework
(HITRUST CSF)..
Party will ensure the physical and data security associated with computer equipment, including
desktops, notebooks, and other portable devices, used in connection with this Agreement. Party
will also assure that any media or mechanism used to store or transfer data to or from the State
includes industry standard security mechanisms such as continually up-to-date malware
protection and encryption. Party will make every reasonable effort to ensure media or data files
transferred to the State are virus and spyware free. At the conclusion of this agreement and after
successful delivery of the data to the State, Party shall securely delete data (including archival
backups, except tape backups which will be deleted within 6 months of termination) from
Party’s equipment that contains individually identifiable records, in accordance with standards
adopted by the Agency of Human Services.

Party, in the event of a data breach, shall comply with the terms of Section 7 of Attachment F.

C. Notwithstanding Section 9 of Attachment F, the following section is hereby deleted

Intellectual Property/Work Product Ownership: All data, technical information, materials first
gathered, originated, developed, prepared, or obtained as a condition of this agreement and used in
the performance of this agreement -- including, but not limited to all reports, surveys, plans, charts,
literature, brochures, mailings, recordings (video or audio), pictures, drawings, analyses, graphic
representations, software computer programs and accompanying documentation and printouts, notes
and memoranda, written procedures and documents, which are prepared for or obtained specifically
for this agreement, or are a result of the services required under this grant -- shall be considered
"work for hire" and remain the property of the State of Vermont, regardless of the state of
completion unless otherwise specified in this agreement. Such items shall be delivered to the State of
Vermont upon 30-days’ notice by the State. With respect to software computer programs and / or
source codes first developed for the State, all the work shall be considered "work for hire,” i.e., the
State, not the Party (or subcontractor or sub-grantee), shall have full and complete ownership of all
software computer programs, documentation and/or source codes developed.

Party shall not sell or copyright a work product or item produced under this agreement without
explicit permission from the State of Vermont.

If Party is operating a system or application on behalf of the State of Vermont, Party shall not make
information entered into the system or application available for uses by any other party than the State
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of Vermont, without prior authorization by the State. Nothing herein shall entitle the State to pre-
existing Party’s materials.

Party acknowledges and agrees that should this agreement be in support of the State's
implementation of the Patient Protection and Affordable Care Act of 2010, Party is subject to the
certain property rights provisions of the Code of Federal Regulations and a Grant from the
Department of Health and Human Services, Centers for Medicare & Medicaid Services. Such
agreement will be subject to, and incorporates here by reference, 45 CFR 74.36, 45 CFR 92.34 and
45 CFR 95.617 governing rights to intangible property.
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